AIKTYA YIIOAOI'TETQN — Erévn Nacomwovrov

Kavovun 2017

100.8.4.0/23 — 32-23 = 9 bits for hosts — 2% = 512 total addresses
Range: 100.8.4.0 - 100.8.5.255
Usable hosts = 2™ - 2 (network + broadcast excluded) — prefix = /(32-n)

Yrodiktvo | Amorrovpevol hosts | Yroloyiwonog | Prefix | Network Addresses | Usable hosts
A >200 22—-2=254 | /24 100.8.4.0/24 4.0 —4.255
B >100 27-2=126 | /25 100.8.5.0/25 5.0-5.127
C >50 20-2=62 /26 100.8.5.128/26 5.128 —5.191
D >20 25-2=30 127 100.8.5.192/27 5.192 —5.223

Mévet 1o Sidompo 100.8.5.224/27 (5.224 — 5. 255) pe péyroto mAfog host = 25— 2 = 30.

Bipa | Ipotékoiro Eidog makétov IInyn — Ipoopropdg | Xkomog Frames
1 ARP ARP Request (broadcast) | A — LAN Evpeon MAC tov DNS 7
2 ARP ARP Reply (unicast) DNS— A DNS IP —- DNS MAC 2
3 DNS /UDP/IP | DNS Query A — DNS Epdtnpa yo IP tov B 2
4 DNS /UDP/IP | DNS Response DNS— A Emotpogr IP B 2
5 ARP ARP Request (broadcast) | A — LAN Evpeon MAC tov B 7
6 ARP ARP Reply (unicast) B— A B IP - B MAC 2
7 TCP/IP SYN A—B ‘Evapén TCP obdvdeong 2
8 TCP /IP SYN-ACK B—o A Amodoyn ocvvdeong 2
9 TCP /IP ACK A—B OloxApwon 3-way handshake | 2

Frames = 9 (ARP ywo DNS) + 4 (DNS) + 9 (ARP y10 B) + 6 (TCP handshake) = 28 frames

RTT | cwnd | ssthresh | send | read | Zyéha

1 1 - 1 1 Slow start

2 2 - 3 2 Slow start - AndAieio 3°° maxétov (IACK + yopévo) -> Timeout
3-5 2 - 3 2 Timeout

6 1 1 4 3 Tahoe reset -> Slow start
7 2 1 6 5 Cong avoidance

8 3 1 9 8 Cong avoidance

9 4 1 13 12 Cong avoidance

10 5 1 18 17 Cong avoidance

11 6 1 24 23 Cong avoidance

12 7 1 31 30 Cong avoidance




13 8 1 39 31 Andrewa 33°° maxérov (1ACK + yopévo + 6ACK) -> triple dupACK
14 1 4 40 38 40-38=2 mokéta mov Exovv yobei

15 2 4 42 40 Slow start

16 4 4 46 44 Téhog Slow Start (cwnd = ssthresh)

17 5 4 51 49 Cong avoidance

18 6 4 57 55 Cong avoidance

19 7 4 64 62 Cong avoidance

20 8 4 72 70 Cong avoidance

21 9 4 81 79 Cong avoidance

22 10 4 91 87 Anmieln 90°° mokétov (SACK + yapévo + 1ACK) -> Timeout
23-25 [ 10 - 91 87 Timeout

26 1 5 92 89 Tahoe reset -> Slow start

27 2 5 93 90 Télog apyeiov

Oéna 4 (5%)

[Mowa amo6 ta axdAovba eyyvdrtal to Tpwtdkoiro UDP;
a. emPefardoES GTOV ATOCTOAEN

b. ékeyyo ponig

c. ap1Buovg cepdc oe kdOe dedopevoypappo

d. timroTo 06 TA TAPATAVD

Oéna S (10%)

"Evag vroloyiotig €xet éva apyeio 2 Mbyte mtpog petddoon mdve amd o (evén Ethernet. Yro8éate 671 Ta dedopéva peTapEPOVTOL
pe tepdyio TCP.

Agdopéva:

File size =2 MB = 2,000,000 bytes
MTU = 576 bytes

Protocol: TCP over IP

IP header = 20 bytes

TCP header = 20 bytes

Packet # | TCP Payload Total Size

1 536 536 +40 =576

2 536 576

3 536 576

3,731 536 576

3,732 184 184 +40 =224

Total 3,731*536 + 184 = 2,000,000 | 3,731*576 + 224 = 2,149,280

(o) [Toca maxéra [P amartodvol yio v amocstohn tov apyeiov edv MTU (Méyiotn Movada Metagopdg) 576 Byte;
Maximum TCP payload per packet = MTU - IP header - TCP header = 576 - 20 - 20 = 536 bytes

Number of packets = [File size / TCP payload] = [2,000,000 / 536] = 3,732 packets

(B) oo &ivar T0 cuvoAkd péyehog Tov tedevtaiov makétov IP;

Data of last packet = 2,000,000 - 3,731*536 = 184 bytes

Total size of last packet = IP header + TCP header + Remaining data = 20 + 20 + 184 = 224 bytes

(y) [Iéca byte peradddnkav cuvolikd otn (evén;

Total transmitted = 3,731%576 + 224 = 2,149,280 bytes

Oéna 6 (5%)

Av 0leg ot (evéeig (links) oto Awadiktvo mapeiyov aflomiot) vanpecio mapdadoong Ba Moy dokomn 1M a&lOTIGTN VINPESIA

nmapadoonsg TCP; Awtiohoyrote v amdvtnon cog.

‘O, n a&omot vanpesio tov TCP dgv Oa NTav dokom.

e H a&iomotia og eninedo (e0Eng eivar tomkr| (hop-by-hop), eved To TCP mapéyet end-to-end a&lomiotia.

o Tlokéta pmopel va xabodv 1 va aArotwBodv Adym cpoipdtov koppov, vrepyeidiong buffers 1| emavekkivicewy, akOUn Kot Le
aéomota links.

e To TCP mpocpépet emmAcov EAeyy0 pONG, EAEYY0 GLUEOPN GG KUt SLATHPNGT GEPAS, OV dev TopEyovtat amod ta links.

o XHuewva pe v end-to-end principle, n aglomiotio TpEMEL VoL VAOTTOLEITOL GTAL AKPOL.



To L/R givar 0 xp6vog petddoong tov micisiov. Av n kabvotépnon d1660onG dpyop lvar uikpdtepn amd Tov xpoévo petddoong,

161 KAUBE KOUPOG apyilel va ekmépmel Tpv TpoAdPet va AdPeL To GNpa TOL GAAOV, LLE OTOTEAEGILO TO GNILOTO VO ETKOAVPOOVY GTO
Kaval Kot va TpokAnOel cvykpovon.

OXI

H enavacvvappordynon Opavcudtev oto IPv4 yiveton pe Baomn to nedia g emkepaAidag: Source IP, Destination IP, Protocol kot
Identification. OAa to Opavdcpata mov aviikovy 6to 1010 apyikd datagram &xovv v id1a Tiun Identification. Otav To UDP maxéto
emavaotélvetal, dnuovpyeitar véo IPv4 datagram, to omoio (kavovikd) éxer oapopetikn tun Identification. Emopéveme, to
Opavopa 2 g devTePNG peTddoons dev Bempeitat 6Tt avrkel oTo 1610 datagram pe ta Opadopata 1, 3 Kot 4 e TpOTNG HETAdO0NG
Kat 6gv pumopel va KaAdWeL To yapévo Opadopia 2 Tov TpdTov makétov. ETot, 1 enovacuvapruoldynon anotuyyaver.

67.16.120.0/22 | 120.0 — 123.255
67.16.124.0/22 | 124.0 — 127.255
67.16.123.64/26 | 123.64 — 123.127
default

Agdopéva:

File size: F = 20 Gbits

Number of peers: N = 15

Server upload rate: u_s = 30 Mbps

Peer download rate: d i =2 Mbps (each)

Peer upload rate: u_i =300 Kbps = 0.3 Mbps (each)

Formula: D_CS = max{ NF/u_s, F/d_min }

Yroloyiopoi:

1) Server upload time (to N peers): NF/u_s = (15 x 20,000) / 30 = 300,000 / 30 = 10,000 seconds
2) Slowest peer download time: F/d_min = 20,000 / 2 = 10,000 seconds

Minimum distribution time: D_CS = max {10,000, 10,000} = 10,000 seconds

Formula: D_P2P = max{ F/u_s, F/d min, NF/(u s+ Zu i) }

YmroAoyiopot:

1) Server upload time (at least one copy): F/u_s = 20,000 / 30 = 666.67 seconds

2) Slowest peer download time: F/d_min = 20,000 / 2 = 10,000 seconds

3) Total upload capacity constraint: Total upload =u s+ N xu i=30+ 15 x 0.3 =30+ 4.5 =34.5 Mbps
NF/(u_s + Zu i) = (15 x 20,000) / 34.5 = 300,000 / 34.5 = 8695.65 seconds

Minimum distribution time: D_P2P = max {666.67, 10,000, 8695.65} = 10,000 seconds



Usable hosts = 2™ - 2 (network + broadcast excluded) — prefix = /(32-n)
29 —2=1510> 400 — prefix = /23

/23 - /21 = 2 bit for subnets => 22=4 subnets

Ynodiktvo | Network Addresses | Evpog d15000veswv | IP Addresses | Broadcast Addresses
A 196.44.168.0/23 168.0 — 169.255 196.44.168.0 | 196.44.169.255
B 196.44.170.0/23 170.0 — 171.255 196.44.170.0 | 196.44.171.255
C 196.44.172.0/23 172.0 — 173.255 196.44.172.0 | 196.44.173.255
D 196.44.174.0/23 174.0 — 175.255 196.44.174.0 | 196.44.175.255
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UDP data = 2038 bytes
MTU = 1500 bytes
Direct Ethernet connection

Ynoloyiopoi:

Total UDP datagram size = UDP data + UDP header + IP header = 2038 + 8 + 20 = 2066 bytes
Maximum data per fragment = MTU - IP header = 1500 - 20 = 1480 bytes

Fragment offset alignment (multiple of 8): Max data (aligned) = | 1480/8] x 8 = 185 x 8 = 1480 bytes
=> Maximum data per fragment = 1480 bytes

Total payload to fragment = UDP header + UDP data = 8 + 2038 = 2046 bytes

2 IP fragments: 1480 + 566 = 2046 bytes

Y10 eminedo UDP, o dékng emavacvvapporoyei ta IP fragments mpiv napaddoet oto UDP layer. => 1 UDP datagram
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Application data = 38 bytes
UDP header = 8 bytes
IP header = 20 bytes (no options)

Ynrohloyiwopoti:

Total datagram size: Total = IP header + UDP header + Data =20 + 8 + 38 = 66 bytes
Overhead = IP header + UDP header = 20 + 8 = 28 bytes

Efficiency (at IP layer) = Data / Total = 38 / 66 = 0.5758 = 57.58%

RTT | cwnd | ssthresh | Zyéia

0 1 64 "Evapén — Slow Start

1 2 64 Slow Start (Simthocacrog)
2 4 64 Slow Start

3 8 64 Slow Start

4 16 64 Slow Start

5 32 64 Slow Start

Cwnd(5) =32: t=5* RTT = 5*0.25 = 1.25 sec



Meta o timeout:

RTT | cwnd | ssthresh | Zyéia

0 1 16 Slow Start

1 2 16 Slow Start

2 4 16 Slow Start

3 8 16 Slow Start

4 16 16 Téhog Slow Start (cwnd = ssthresh)
5 17 16 Congestion Avoidance

6 18 16 Congestion Avoidance

7 19 16 Congestion Avoidance

8 20 16 Congestion Avoidance

Cwnd(8) =20: t=8* RTT =2 sec

Meta ané triple duplicate ACK:

RTT | cwnd | ssthresh | Zyéia

0 13 10 Fast Retransmit / Fast Recovery
1 10 10 Congestion Avoidance

2 11 10 Congestion Avoidance

3 12 10 Congestion Avoidance

Cwnd(3) =12: t =3*RTT = 0.75 sec

Bipo | MpowTtéxoiro Eidog maxétov My — Ipoopiopdg | Tkomog Frames
1 ARP ARP Request (broadcast) | A —» LAN Evpeon MAC tov DNS 6
2 ARP ARP Reply (unicast) DNS — A DNS IP — DNS MAC 2
3 DNS /UDP /IP | DNS Query A — DNS Epdmpa yw IP tov B 2
4 DNS /UDP/IP | DNS Response DNS — A Emotpogn IP B 2
5 ARP ARP Request (broadcast) | A —» LAN Evpeon MAC tov B 6
6 ARP ARP Reply (unicast) B— A B IP - B MAC 2
7 TCP/IP SYN A—B ‘Evap&n TCP chvdeong 2
8 TCP/IP SYN-ACK B— A Amodoyn ovvdeong 2
9 TCP/IP ACK A—>B OloxAnpwon 3-way handshake | 2

Frames = 8 (ARP yia DNS) + 4 (DNS) + 8 (ARP yw B) + 6 (TCP handshake) = 26 frames

R1 R2
1 2 3 4
.],l |
1320017-2 1321024-4

0000 -1 0000 -3

Prefix = /17 => 32-17=15 bits => 215=32,768 addresses

Prefix = /24 => 32-24=8 bits => 28=256 addresses
13.2.1.0/24 — 13.2.1.0-13.2.1.255




R1: 10 13.2.1.1 taupréet oto 13.2.0.0/17, dpa mpombnon and Bvpa 2 mpog R2.

R2: 10 13.2.1.1 touprélet oo 13.2.1.0/24, dpa mpodbnon and Bvpa 4 mpog to LAN (13.2.1.0/24) ko gtdvel otov host.

Awdpopn: R1 — (2) » R2 — (4) — 13.2.1.0/24 — 13.2.1.1

(8) T tehikd Ba cupPel 6To makéTo pe drevbuven Tpoopiopov 13.2.20.1;

R1: 10 13.2.20.1 topualet oo 13.2.0.0/17, dpa wpoddnon amd 6vpa 2 tpog R2.

R2: dev et e1dkn dwadpoun yio 13.2.20.0/..., dpa ypnoyonotei default kot to otédvel Ticw otov R1 (Bvpa 3).

R1: Eava to PAémel wg /17 kot to Eavaotéhvel otov R2...

Anpiovpyeitar routing loop petagd R1 ko R2 péypt va undeviotel 1o TTL, ondte 10 maxéto amoppinteTar (cuvnbwg pe
ICMP Time Exceeded ntpog tnv mnyn).

Oéna 6 (10%)

Ta Bl kot B2 oto oynua sivar yépupeg (petaywmyeig Ethernet) pe tpeig 60peg, aAdd dev Egovv vePyomoUEVO TO TPMOTOKOAAO
EMKOADTTTOVTOG OEVTPOV (Spanning tree protocol) yia tnv amo@uyn oynpoaticpol Bpodywv. Apyikd ot wivakeg ARP tov vroloyiotdv
glvon adglov, To 1010 Kot oL Tivakesg TV yepupav. [leprypawte Tt Ba cuuPei edv to PC2 kdaver ping oto PC1.

PC1 PC

INo va ektedéoet o ping, To PC2 otédvet apyicd ARP Request (broadcast) yio va fpet Ty MAC tov PC1. Ot yépupeg B2 xau B1,
éxovtoag Gdetovg mivaxeg kot ywpig evepyomomuévo STP, mpowBovv to broadeast péom flooding kot amd Tovg dVo TAPHAANAOVGS
ovvoéopovg (LINK 1, LINK?2).

Aoyo g vmapéng Ppdyov emmédov LevEng, 1o ARP Request avaxvikhmvetal en’ adpiotov, dnuovpydvtog broadcast storm xou
wpokardvtog actdfela otovg tivakes tpoddnong (MAC flapping) tov yepup@v.

Q¢ amotéreopa, axdun kot av To PC1 anavrioet pe ARP Reply kot 6t cvvéyeta oto ICMP Echo, ta mhaicia eite mpowBovvton
AavBacpéva gite yavovtol LEGO 6T GLUPOPNOT).

Yvuaépacpa: Xopig STP, to ping amd to PC2 oto PC1 givar ava&iomioto 1} Tpaktikd adbhvato, Aoym Ppodyov oto eninedo (eHENG.

Oéna 7 (5%)

[Ipoodiopicte Tt TPOTOKOALO LETOPOPAS Ba ¥PNCULOTOIOVCATE AV 1) EQUPLOYN GOG EiYE WO OTO TIG TOPOKAT® WOIOTNTEG KoL
OKOLOAOYNOTE TNV ETAOYT GOG.

1. A&omotia

TCP. To TCP napéyet a£1omiot petapopd dedopuévmv pe pnyovicpovg entPefaidceny (ACKS), etavapetaddcemy Kot Sathpnong
OWOTNG GEPAG TaKET®V, Apa eEacpaiilel 6Tt Ola Ta dedopéva Bo PTAcOVY CMOTA.

2. Meydiov pMKovg pnvopata

TCP. To TCP givor katdAAnio yio peydio pnvopata, kabog to tepayilet oe tunpata (segmentation), ta petadidet a&dmoTO Kot
T0 EMOVOCVVOETEL COGTA GTOV TOPUANTTY).

3. Tayvmta

UDP. To UDP dev £xet overhead ovvdeong, emPefaidoemv 1 emavapetaddce@y, e AMOTEAESHA HKPOTEPT KOBLGTEPTION Kot
HEYOADTEPT TAYVTNTO, EOIKA Y10 EQOPLOYES TPAYLLATUCOV Y POVOL.

4. AMnAemdpaoelg Kpng SLpKELOG

UDP. To UDP bev anattei eykardotacn ovvdeong (handshake), dpa gival mo anodotikd yio. cOVTopeG avtaAlayés dedopévay,
010V 0 ¥povog eykatdotaong TCP Ba ftav dvsavdioyog.

5."Eheyxog cuppopnong

TCP. To TCP evompatdvel unyavicpods eAéyyov copeodpnong (w.y. slow start, congestion avoidance), tpocappoloviag tov puduod
UETAB00NG DGTE VO ATOPEVYETOL 1] VIEPPOPTMGT] TOV SIKTVOL.

Oéna 8 (10%)

(o) YroBéote 6tL o1 dievBivoeig MAC o kopPov oe dekaebadtkn popen eivor: 78:08:BF:01:99:33 kot 78:08:BF:01:88:55.
Mmopeite va copmepavete 0Tt ot dvo kopPot fpickoviat 6To 1610 TomKd diKTLO;

Oy, dev pmopovpe va copnepdvove 0Tt fpickovtat 6To (610 Tomkd diktvo povo and 1ig MAC devBuvoels.

Ot MAC egivan d1ev09veeig emumédov Levéng (L2) kot to kowd mpdbepa (). ta mpdTo bytes/OUI) anddg deiyver 611 mbovov ot
KapTeG dtkTHOVL €lvol amd TOV 1610 KOTUCKEVAGTI/GEPA, Oyt OTL o1 KOpPot givar oto dto Ethernet LAN/id10 broadcast domain (6o
pumopovoav va gival o tedeimg Stapopetikd LANS).

(B) Mnopsi éva mokéto IP va kukAo@opel aevamc eviog ToL S10dIKTOOL €0V AOY® KATOLOL AGOOVLS Ol TivaKeS dPOUOAOYNONG
oynpatiCovy TomoAoyio TOL TEPIEXEL KUKAIKT OL0OPOLN;

Oy, éva IP makéto dev propei va kukAoopel aevamg oto Internet, akdun Kt av vdpyeL dpoporoylokog Bpdyog.

Kd&Be 1P maxéro €xet medio TTL (Time To Live) mov peidvetot katd 1 o kébe router: dtav @tdcet oto 0, 10 TokETo 0moppinTETIL
(xar ovvi g emotpépetar ICMP Time Exceeded).



Agdopéva:
Total TCP segment size = 1074 bytes
IP header = 20 bytes

TCP header = 20 bytes
Data payload = 1074 - 20 - 20 = 1034 bytes
MTU = 384 bytes
Initial IP ID = 623

Ynohoyiopoi:
Maximum data per fragment = MTU - IP header = 384 - 20 = 364 bytes
&& Max data (aligned to 8) = |364/8] x 8 =45 x 8 =360 bytes

=> Max data = 360 bytes
Data payload = 360 + 360 + 314 = 1034 bytes

1 360 +20 =380 360 623 1 0 0
2 380 360 623 1 0 45
3 314+20 =334 1034 —2*360 =314 623 0 0 90
4




Kavovikn 2022

Agdopéva:

Total IP packet length = 1094 bytes

IP header = 20 bytes

Data payload = 1094 - 20 = 1074 bytes
Identification = 675

MTU = 384 bytes

Ynoloyiopoi:
Maximum data per fragment = MTU - IP header = 384 - 20 = 364 bytes
&& Max data (aligned to 8) = |364/8] x 8 = 45 x 8§ = 360 bytes
=> Max data = 360 bytes
Number of fragments = [1074 / 360] = [2.98] = 3 fragments
Data payload = 360 + 360 + 354 = 1074 bytes
| Opubopa | Total length (ot byte) | Identification | MF flag | Fragment offset (¢ dekaduci popi) |
1 360+20 = 380 675 1 0
2
3
4

380 675 1 45
354+20=374 675 0 90

67.16.160.0/22 | 160.0 — 163.255
67.16.164.0/22 | 164.0 — 167.255
67.16.163.64/26 | 163.64 — 163.127
default

Usable hosts = 2™ - 2 (network + broadcast excluded) — prefix = /(32-n)
210 _2=1022 > 900 — prefix = /22

/22 - /20 = 2 bit for subnets => 22 = 4 subnets

Yrodiktvo | Network Addresses | Evpog dievBdveewnv
A 198.42.160.0/22 160.0 — 163.255
B 198.42.164.0/22 164.0 — 167.255
C 198.42.168.0/22 168.0 — 171.255
D 198.42.172.0/22 172.0 — 175.255

198.42.160.0

198.42.175.255

©)

XI



ARP Request (A — broadcast) | ARP Reply (B — C)
Source MAC | MAC C (spoofed) MAC B
Source IP IP A IP B
Target MAC | fEAEEFEEAT MAC C
Target IP IP B IP A

Orav o B Adpet 1o ARP request: Evnpuepovet tov ARP table tov: IP. A — MAC C
O A dgev Ba AaPet Tnv amdvinon yati to frame mpoopiletar yio MAC C.
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MAC 1P MAC 1P MAC
B IP_A MAC C | C IP B MAC B

Agdopévaz:

File size: F =20 Gbits = 20,000 bits

Number of peers: N =10

Server upload rate: u_s = 30 Mbps

Peer download rate: d_i =2 Mbps (each)

Peer upload rate: u_i =300 Kbps = 0.3 Mbps (each)

Formula: D_CS = max{ NF/u_s, F/d_min }

Ynoloyiopoi:

1) Server upload time (to N peers): NF/u_s = (10 x 20,000) / 30 = 200,000 / 30 = 6,666.67 seconds
2) Slowest peer download time: F/d_min = 20,000 / 2 = 10,000 seconds

Minimum distribution time: D_CS = max{6,666.67, 10,000} = 10,000 seconds

Formula: D_P2P = max{ F/u_s, F/d_min, NF/(u s+ Zu i) }

Ynoloyiopoi:

1) Server upload time (at least one copy): F/u_s = 20,000 / 30 = 666.67 seconds

2) Slowest peer download time: F/d_min = 20,000 / 2 = 10,000 seconds

3) Total upload capacity constraint: Total upload=u s+ N xu i=30+ 10 x 0.3=30+ 3 =33 Mbps
NF/(u_s + Zu i) = (10 x 20,000) / 33 = 200,000 / 33 = 6,060.61 seconds

Minimum distribution time: D_P2P = max {666.67, 10,000, 6,060.61} = 10,000 seconds

Ye autd To 6evap1o, To peer download rate (2 Mbps) eivor to bottleneck kot yia Tig Vo mepmTOGELS, dpa 0 ¥povog givar idtog. To
P2P 6¢ghog dev paiveron emedn to d_min givor moAd yopunio.

Agdopévaz:

Base HTML page: 100 kB

10 embedded images: 100 kB each

Link speed: 10 Mbps

RTT =100 ms

HTTP GET transmission time =~ 0

Transmission time per object: T trans = (100 kB x 8) / 10 Mbps = 800 kb / 10 Mbps = 0.08 sec = 80 ms

o
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Kd&Be object amartei véa TCP connection

TCP handshake (1 RTT) + Request/Response (1 RTT) + Transmission time

Time per object: T object =1 RTT (TCP setup) + 1 RTT (HTTP GET + start response) + T trans = 100 + 100 + 80 = 280 ms
Total objects: 1| HTML + 10 images = 11 objects

T_total = 11 x 280 = 3,080 ms = 3.08 seconds

Process:

HTML page: 1 connection (sequential)

10 images: parallel connections (simultaneous)

Bandwidth shared equally: 10 Mbps / 10 = 1 Mbps per connection

HTML page download: T html =1 RTT (TCP)+ 1 RTT (HTTP) + T trans = 100 + 100 + 80 = 280 ms
Images download (parallel):

Transmission time per image (1 Mbps shared): T trans_shared = 800 kb / 1 Mbps = 800 ms

T images=1RTT (TCP)+ 1 RTT (HTTP) + T trans_shared = 100 + 100 + 800 = 1,000 ms

T _total=T_html + T_images = 280 + 1,000 = 1,280 ms = 1.28 seconds

Process:

Single TCP connection (1 setup)

Each request waits for previous response (sequential)

No need for repeated TCP handshakes

HTML page: T html =1 RTT (TCP setup) + 1 RTT (HTTP GET/response) + T trans = 100 + 100 + 80 = 280 ms
Each image (over persistent connection): T image = 1 RTT (HTTP GET/response) + T_trans = 100 + 80 = 180 ms
T_total =T _html+ 10 x T_image = 280 + 10 x 180 = 280 + 1,800 = 2,080 ms = 2.08 seconds

2QXTO.
Ymv apyn ekkivnon 1o cwnd avEdveton ekBetikd (Sumhacidletor avd RTT), eved otnv mpocBetikn adEnom avEdvetat ypoppikd.

AAGOX.
Av 10 mapdBupo eivar pkpotepo amd o RTT (og sec), 0 amootoréng dev pmopel va kKpatnoet T (V€N TANPOC amooyOAUED.

2QX¥TO.

AAGOX.
To dwenuilopevo mapdBupo eréyyeton amd Tov dEKTn Kot oyetifeTar pue EAeYX0 poNg, OYL LE CLHPOPNOT GTO SIKTVO.

YQXTO.
Orav to Topabupo Eemepva to RTT (og sec), ) {evén elvar oM mAnpmg a&tomomuévn Kot dev BEATIOVETOL 1] 0TTOS0GT).

>Q¥TO.
To TCP Bewpel v andAelo TOKETOV ©G EVOEIEN GUUPOPNONG AOY® VIEPYEIMONG OVPDOV GTOVG SPOUOAOYNTES.

AAGOX.
To RTO dev eivar ico pe to RTT, oArd peyardtepo dote va Aappavel veoyn m petafintdémmra tov RTT.

ZQXTO.
To RTO av&dvetar 6tov avédvetar n dwxdpaven tov petpiioemv RTT yio amopuyrn yweudmv timeouts.
RTO = Estimated RTT + 4*DevRTT



Kavovikn 2024

100.5.32.0/23 — 32-23 = 9 bits for hosts — 2° = 512 total addresses
Range: 100.5.32.0 - 100.5.33.255
Usable hosts = 2" - 2 (network + broadcast excluded) — prefix = /(32-n)

Ynodiktvo | Amartovpevol hosts | Yaoroyiopog | Prefix | Network Addresses | EVpog d1ev0vveos@v
D >200 28-2=254 | /24 100.5.32.0/24 32.0 —32.255

C >100 27-2=126 | /25 100.5.33.0/25 33.0—33.127

B >50 20-2=062 126 100.5.255.128/26 33.128 —33.191

A >50 20-2=062 126 100.5.255.192/26 33.192 —33.255

Metd v Topoandve BEATIoT Katavoun dev amopével kaBolov eAevBepog xdpog 6to /23. Apa dev pumopei vo dnpuovpyn el emmiéov
vrodiktvo E.

76.12.100.0/22
76.12.104.0/22
76.12.103.64/26
Default

100.0 —103.255
104.0 — 107.255
103.64 — 103.127

Agdopéva:

Total TCP segment size = 2084 bytes

IP header = 20 bytes

TCP header = 20 bytes

Data payload = 2084 - 20 - 20 = 2044 bytes
MTU = 1000 bytes

Initial IP ID = 800

Ynoloyiopoi:

Maximum data per fragment = MTU - [P header = 1000 - 20 = 980 bytes
&& Max data (aligned to 8) = |980/8] x 8 =122 x 8 = 976 bytes

=> Max data = 976 bytes

Data payload =976 + 976 + 92 = 2044 bytes

1 976 + 20 = 996 976 800 1 0 0

2 996 976 800 1 0 122
3 112 2044 — 2*976 =92 800 0 0 244
4




Bottleneck analysis:

I kaBe connection, e&gtdlovpe ta 3 links:

1) Server link: R_s =50 Mbps

2) Shared link (fair sharing): R/4 = 80/4 = 20 Mbps per flow

3) Client link: R_c =15 Mbps

Méyiotog puOuods yopig copeopnon: x = min(R_s, R/4, R_c¢) =min(50, 20, 15) = 15 Mbps -> Bottleneck: Client link

O pvOuds amoostodng Yo ke (evyog = 15 Mbps. To client link mepropiler Tov throughput. Av ot servers otéivouv e >15 Mbps,
Ba dnpovpyndei queue/congestion oo client link. T va amoeevyei cvppdopnon, kabe server Tpénel vo otédlvel maximum 15
Mbps.

Tomog cvvoécpov Xopntikotnte (Mbps) | PvOpdég mov peropépetar (Mbps) | BaBuog ypnowomoinong
Rs (server — pecoiog) 50 15 (15/50 =0.30) — 30%

R (kowvdc pecaiog) 80 60 (4*15) (60/80 = 0.75) — 75%
Rc (uecaiog — ypfotne) | 15 15 (15/15=1.00) — 100%

LINK1

LAN2

.1,'

—i D 1

a=h

LINK2

Apykd, ot tivaxkeg ARP t@v vtodoyiotdv kot ot mivakeg tpodinong tav yepupov R1 kot R2 givar kevég. O vmoloylotig A,
un yvopilovtag ™ MAC diedbuvon tov B, exnéuner ARP Request og broadcast mhaicio.

Ot yépupeg R1 kon R2, éyovtag ddeiovg mivaxeg kot xopig evepyomomuévo to Spanning Tree Protocol, mpowBodv to broadcast
péow flooding and dAeg T BOpeg ektdg TG e1oepyOUEVNG. AdY® TNG VIapENG PueLkoy Bpdyov otV ToToAoYia, TO TANIGLO
KuKAOQOpEL emavellnpupéve 6to dikTvo, Tpokaimvtog broadcast storm. [TapdAAnia, ot YEQUPEG EVLEPOVOLV TOVG TIVOKES
mpombnong tovg pe acvvenn tpémo (MAC table flapping), kabdg 1 MAC dievbuvorn tov A «pabaiveton and SopopeTiKeg
Bvpec.

O vroroyiotig B evdéyetar va AéPet to ARP Request kan va amavtiost pe ARP Reply (unicast) mpog tov A. Qo1t660, AOY®
MG aoTAPENG TOV TIVOKOV TV YEPLPMV KOl TNG GLVEYOVG avakvklopopicg mhoiciov, To mAaiclo amdvinong eite Oa
mpowdnOel AavOacuéva gite Oa yobel péoa ot couEodpPNON.

Yvvenmg, N amovcio Tov Spanning Tree odnyel o€ Ppodyo emmédov (evéng, Kotatylopud TAaisiov kot anoctadepomoinon tmv
TWVAK®V Tpodinong, kabiotdviog tnv entkowvavia amd Tov A mpog tov B ava&iémot 1 mpaktikd advvarn.

RTT | cwnd | ssthresh | Zyéia
0 1 64 ‘Evap&n — Slow Start
1 2 64 Slow Start (Simthocacuog)




2 4 64 Slow Start
3 8 64 Slow Start
4 16 64 Slow Start
Cwnd(4) =16: t=4* RTT = 4*0.2= 0.8 sec

Meta to timeout:

RTT | cwnd | ssthresh | Zyéia

0 1 8 Slow Start

1 2 8 Slow Start

2 4 8 Slow Start

3 8 8 Téhog Slow Start (cwnd = ssthresh)
4 9 8 Congestion Avoidance
5 10 8 Congestion Avoidance
6 11 8 Congestion Avoidance
7 12 8 Congestion Avoidance
8 13 8 Congestion Avoidance
9 14 8 Congestion Avoidance

Cwnd(9) =14:t=9* RTT = 1.8 sec

Meta ané triple duplicate ACK:

RTT | cwnd | ssthresh | Zyéia

0 10 7 Fast Retransmit / Fast Recovery
1 7 7 Congestion Avoidance

2 8 7 Congestion Avoidance

3 9 7 Congestion Avoidance

4 10 7 Congestion Avoidance

5 11 7 Congestion Avoidance

6 12 7 Congestion Avoidance

Cwnd(6) =12: t=6*RTT = 1.2 sec
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Agdopéva:

MTU (Maximum Transmission Unit) = 1500 bytes
IP header = 20 bytes

TCP header = 20 bytes

File size = 5,000,000 bytes

Ynoloyiopoi:

Payload per packet = MTU - IP header - TCP header = 1500 - 20 - 20 = 1460 bytes

Number of packets = [File size / Payload] = [5,000,000 / 1460] = 3425 packets

3424 npwrta naxéta: Total length = IP header + TCP header + Payload per packet = 20 + 20 + 1460 = 1500 bytes
Televtaio makéto: Total length =20 + 20 + (5,000,000 — 3424*1460) = 20 + 20 + 960 = 1000 bytes

I
g; I
[~
Q
=

214.97.254.0/23 — 32-23 = 9 bits for hosts — 2° = 512 total addresses

Range: 214.97.254.0 - 214.97.255.255

Usable hosts = 2™ - 2 (network + broadcast excluded) — prefix = /(32-n)

Anarrovpevol hosts | Yrnoroyiopog | Prefix | Network Addresses | EVpog diev@vvoev
>250 28-2=254 | /24 214.97.254.0/24 254.0 — 254.255
>120 27-2=126 | /25 214.97.255.0/25 255.0 —255.127
>60 20-2=62 /126 214.97.255.128/26 | 255.128 — 255.191
>2 22-2=2 /30 214.97.255.192/30 | 255.192 —255.195
>2 22-2=2 /30 214.97.255.196/30 | 255.196 — 255.199
>2 22-2=2 /30 214.97.255.200/30 | 255.200 — 255.203

OXI
ARP Request (A — broadcast) | ARP Reply (B — O)
Source MAC | MAC C (spoofed) MAC B
Source IP IP A IP B
Target MAC | AT AT MAC C
Target IP IP B IP A

Ortav o B AdPet to ARP request: Eviuepavet tov ARP table tov: IP. A - MAC C
O A dev Ba AaPetl v andvinon ywoti o frame mpoopiletar yio MAC C.

MAC IP MAC IP MAC
B IP A MAC C | C IP B MAC B

>to0 binary exponential backoft:
Metd amd n cuykpovoeic: K € {0, 1, 2, ..., 2™ - 1}



lMan=5:Ke{0,1,2,..,25-1}={0,1,..,31} - P(K=4) = 1/32 =0.03125 = 3.125%
Retransmission delay yio K=4: Delay = K x 512 = 2048 bit times, Bit time (10 Mbps) =1/107 s = 0.1 ps
Delay = 2048 x 0.1 us =204.8 ps

NAI

A oD o1 dV0o KOpPOL EEKVODV va HETASIOOVV TaTOYPOVE, TOL CULOTA TOLS d1adidovTal 6TO HEGO Kot EMtKoAVTTOVTOL. EQocov 1oyvet
d <L /R o ypdvog d1adoong givar pkpdtepog amd tov ypovo HETAO0oNG TOL TANLGTo, dpo kibe kopuPog Ba det To oNpa Tov GAAov
VA akOUN PETAOIOEL. ZVVETMG 1| GVYKPOLVOT) OYL HOVO GVpPaivel, aAAG Kot aviyvEDETAL.

OXI

H enavacvvappordynon Opavcudtov oto IPv4 yiveton pe Baomn to media g emkepaidag: Source IP, Destination IP, Protocol kot
Identification. OAa to Opavcpata mov aviikovy 6to 1610 apyikd datagram &xovv v id1a Tiun Identification. Otav To UDP makéto
emavaotélvetal, dnuovpyeitar véo IPv4 datagram, to omoio (kavovikd) éxer oapopetikn tun Identification. Emopéveme, to
Opavopa 2 g devTePNG peTddoons dev Bempeitat 6Tt avrkel oTo 1610 datagram pe ta Opadopata 1, 3 Kot 4 e TpOTNG HETAd00NG
Kat 6gv pumopel va KaAdWeL To yapévo Opadopia 2 Tov TpdTov makétov. ETot, 1 enovacuvapruoldynon anotuyyaver.

OXI

To BGP ypnoiponotet route selection algorithm e cuykekpipévn celpd TpoTEPALOTNTOG:

1. Highest Local Preference (local policy)

2. Shortest AS-PATH

3. IIAnoiéotepog next hop router

To AS-PATH length eivar 20g kavovag, oyt tpadtoc. To Local Preference éyet vynidtepn mpotepatdnal.

Agdopéva

AS3, AS2: OSPF (intra-AS)
AS1, AS4: RIP (intra-AS)
Cost metric: hop count

BGP (eBGP + iBGP): inter-AS
Prefix x originates at AS4

Router 3¢: AS4 — AS3 (uéow 4c-3c link), [Tpmtdxoiro: eBGP (amd 4¢c mpog 3¢)

Router 3a: Mabaivel oo 3¢ (evtog tov AS3), ITpwtokorro: iBGP (internal BGP session 3¢ — 3a)

Router 1c: AS4 — AS3 — ASI1, MaBaivet and 3a (inter-AS connection), [Tpwtorxoiro: eBGP (amd 3a mpog 1c)
Router 1d: MoBaiver and 1c (evtog tov AS1), [Tpmtoéxorro: iBGP (internal BGP session 1¢c — 1d)

To 1d pabaivel to X pe iBGP péow tov border router 1c. H emthoyn g npaypotikng e£66ov omd to AS1 yiveton pe Bdon to intra-
AS npotdKorAo dpopordynong, to onoio oto AS1 givar to RIP.

L:1d—> la—Ic => 2 hops

L:1d > 1b—la—1c =>3hops

To I =11, eme1dn 1o intra-AS npotokoiro (RIP) emhéyel t Sradpoun pe 1o kpdtepo kdotog tpog to BGP next-hop.



(y) Todpa vrobéote 6TL VIAPYEL PLOIKT GVVOESN HeTAED TV avTdvoLmY cuoTudTev AS2 kot AS4. O dpoporoyntig 1d pabaivel
otL T0 TPdPepa x givon TpooPaoio 160 pEcm Tov AS2 660 Kot pécm Tov AS3. Ze avti T mepintwon, Oa sivar To I ico pe i 1
pe Io;

Todpa 10 AS1 pobaivel To podbepa x and dVo eEmtepikég TOAES:

o péom AS3: AS1 «—(eBGP)-3a ... AS3 ... AS4 — x (gicodoc ot0 AS1 amd tov 1¢)

o péow AS2: AS1 «—(eBGP)-2a ... AS2 ... AS4 — x (gicodog oto AS1 amo6 tov 1b)

BGP emidoyn (ot0 AS1):

A@o? dev divovratl moMtikég (LOCAL PREF kt).), Oswpovpe ioec. Torte:

70 AS-PATH xat yio tig 300 dradpopég et idto pnrog (AS2—-AS4 vs AS3—-AS4) = 1conaiia,

apa epapuoletat to hot-potato routing: emtléyeton ) ££0d0¢ amd to AS wov givat o Kovtd (Lukpotepo intra-AS kdctog / hops)
npog to BGP next-hop.

Intra-AS rko6ctog (RIP oto AS1):

o 71pog 1b (é€0dog mpog AS2): 1d — 1b =1 hop = interface .

e 71pog lc (é€odoc mpog AS3): 1d — la — 1c =2 hops = interface I Ene1dn 1 hop
Apa o710 (X, I) 1oyven: =12 (¢€060g mpog 1b/AS2).
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Yrobéote 611 to TCP Reno cupmepipépetort OT®G GOIVETAL OTO SAypOpLjLaL, Yo, pio

Congestion window size (segments)
N
o
1

GLYKEKPLUEVN YPOVIKN TEPI0d0. Me BAom TO S1dypopLiLaL, VO OTTOVTHOETE e KOTAAANAN PRI T YT T LT
QLTIOAGYNON OTO TOPOUKATM EPMTILLOTOL: Transmission round
TCP Reno

RTT | cwnd | ssthresh | Zyoha

1 1 32 ‘Evapén — Slow Start

2 2 32 Slow Start (Simthaciacuog)

3 4 32 Slow Start

4 8 32 Slow Start

5 16 32 Slow Start

6 32 32 TéMog Slow Start (cwnd = ssthresh)

7 33 32 Congestion Avoidance

8 34 32 Congestion Avoidance

9 35 32 Congestion Avoidance

10 36 32 Congestion Avoidance

11 37 32 Congestion Avoidance

12 38 32 Congestion Avoidance

13 39 32 Congestion Avoidance

14 40 32 Congestion Avoidance

15 41 32 Congestion Avoidance

16 42 32 Anolrewa pe triple dupACK — Fast Retransmit / Fast Recovery

17 24 21 Congestion Avoidance

18 25 21 Congestion Avoidance

19 26 21 Congestion Avoidance

20 27 21 Congestion Avoidance

21 28 21 Congestion Avoidance

22 29 21 Andlswo pg timeout — gmoTpo@n o€ Slow Start

23 1 14 Slow Start

24 2 14 Slow Start

25 4 14 Slow Start

26 8 14 Slow Start

27 14 14 Téhog Slow Start (cwnd > ssthresh)

28 15 14 Congestion Avoidance

29 16 14 Congestion Avoidance

30 17 14 Congestion Avoidance

(o) X mota ypovikd Saotparta, Epocov vrapyovv, To TCP Reno Asttovpyei otn @don g apyng exkivnong (slow start); Xe mola
XPOVIKA SLOGTNLOTO, EQOTOV VAPYOLV, AEITOVPYEL GTN (Ao TNG OTOPVYNS GVUEOPN oG (congestion avoidance);

Slow Start: 1-6, 23-27

Congestion Avoidance: 7-16, 17-28, 28-30

(B) Metd tov 160 yOpo petddoong (transmission round) aviyvedetor ommAglo Tokétov. H andleio avth avigvevetol Adym Aqyng
Tpimhov Tavtdonpov ACK 1 Adym timeout; AviioTouyd, TAOG OVIXVEDETOL 1] ATMAELN TOKETOV LETE TOV 220 YOPO LETAOOONG;

RTT = 16: ssthresh < cwnd/2=21, cwnd « ssthresh+3=24  -> triple dupACK (Fast Retransmit/ Fast Recovery)

RTT = 22: ssthresh « cwnd/2=14, cwnd « 1 -> timeout



(y) o givor n Tiun tov ssthresh: katd v apyikr petadoon, Kot katd Tov 200 ydpo LETAd0oNG;
RTT = 0: ssthresh = 32
RTT = 20: ssthresh = 21

AMayn oe TCP Tahoe

TCP Tahoe
RTT | cwnd | ssthresh | Zy6ha
1 1 32 ‘Evap&n — Slow Start
2 2 32 Slow Start
3 4 32 Slow Start
4 8 32 Slow Start
5 16 32 Slow Start
6 32 32 Téhog Slow Start
7 33 32 Congestion Avoidance
8 34 32 Congestion Avoidance
9 35 32 Congestion Avoidance
10 36 32 Congestion Avoidance
11 37 32 Congestion Avoidance
12 38 32 Congestion Avoidance
13 39 32 Congestion Avoidance
14 40 32 Congestion Avoidance
15 41 32 Congestion Avoidance
16 42 32 Triple dup ACK — Tahoe reset
17 1 21 Slow Start
18 2 21 Slow Start
19 4 21 Slow Start
20 8 21 Slow Start
21 16 21 Slow Start
22 21 21 Téhog Slow Start (cwnd > ssthresh), Timeout — reset
23 1 10 Slow Start
24 2 10 Slow Start
25 4 10 Slow Start
26 8 10 Slow Start
27 10 10 Téhog Slow Start (cwnd > ssthresh)
28 11 10 Congestion Avoidance
29 12 10 Congestion Avoidance
30 13 10 Congestion Avoidance

(8) AcvmoBécovpe tdpa 6Tt avti yia TCP Reno ypnoipomoreiton TCP Tahoe, kon 6t 6Tov 160 yopo petddoons Aappavetor Tpumhd
tavtoonpo ACK. IMoteg Ba givar ot Tipég Tov ssthresh kon Tov mapabvpov cupedpnong (cwnd) otov 170 yopo peTddoong;
RTT = 16: ssthresh < cwnd/2=21, cwnd « 1 -> triple dupACK (Tahoe Reset)

(€) Ag vmoBécovpe Eava 6Tt ypnotponoteiton TCP Tahoe kat, o€ GuvEYELX TOL TPOTYOVUEVOL EPOTNUATOS, GVUPaivEL Vol YEYOVOG
timeout gtov 220 yOpo HETAdOGNS, 0pod 6Tov 160 YOpo Exel AMeBel tputdd tavtocnuo ACK. IToca makéta £xovy oTaAEl 0md TOV
170 ém¢ kot Tov 220 yOpo HeTAO00NG, CVUTEPIAUUPAVOUEV®Y Kot TV YOp@V 17 kot 22;

RTT=17-22: packets = Zcwnd(i) = 1+2+4+8+16+21 = 52
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